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Abstract. Node failuresand ungracefuldeparturesare importantissuesto be
dealtwith in overlaymulticast.Fastdetections key to minimizing thedisruption
of serviceto the affectednodesparticipatingin the multicastsessionln this pa-
per, we proposeacooperatie failuredetectiormechanisnthatcangreatlyreduce
thefailuredetectiorntime. A signi cant contrikution of the paperis thatwe quan-
tify threeimportantmeasures, e., theexpecteddetectiortime, the probability of
falsefailure detection,andthe overhead.This allows usto studythe fundamen-
tal tradeof amongthemin the failure detectionmechanismsThe analysisand
simulationsshaw thatthe proposedtooperatie failure detectionmechanisntan
signi cantly reducethe failure detectiontime while maintainingthe probability
of falsepositive atthe samelevel, at the costof slightly increaseaverhead.

1 Intr oduction

Overlaymulticast(alsoknown asapplication-layemulticast)[1, 2] hasbeenwidely in-
vestigatedasan alternatve to IP multicastto implementgroupcommunicationgor its
easydeployment.It builds anoverlaytopology(usuallyatree)amongendhostspartic-
ipatingin the multicastsessionpy usingthe unicastserviceprovided by the substrate
network. Theduplicationfunctionsareimplementedat endhostsratherthanrouters.

Managementf the overlay multicasttreefacesa key problem.Thenon-leafnodes
in the treeareendhosts,which aremorelikely to fail thanroutersandmay leave the
multicasttreevoluntarily withoutinforming othernodesin thesecasesall of its down-
streamnodesare partitionedfrom the multicasttreeand cannotget the multicastdata
arny more.lt is importantto recover from partitioningquickly sothatthe disruptionof
serviceto thosedownstreannodesis minimized. The time to resumethe data o w to
thoseaffectednodesis animportantmeasuref the responsiveness failure recosery
mechanisms.

The recovery processconsistsof two steps failure detectionandtreereconstruc-
tion. Failure detectionmeangshatwhena nodein overlay multicastfails or leavesthe
multicastsessionpther nodescan detectthe event. A departingnodemay leave the
multicasttreegracefully by sendinga messagéo relevantnodes.The detectionis not
a problemin this case.However, it is not uncommonin overlay multicastthata node
leavesthetreeaccidentallysuchasin caseof failures,or leavesvoluntarily withoutin-
forming othernodesaboutits statusWe needa detectiormechanisnfor affectednodes
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toreachtheconclusiorthatthenodeis goneassoonaspossibleln therestof thepaper
we will use“failure” or “a nodefails” to includethe casein which a nodeleavesthe
multicasttreewithoutinforming others.

The treereconstructions the processhat thoseorphanednodesor subtreesnd
new parentdo reconnecto themulticasttree.SeveralrecentresearchebBave addressed
the problem.A centralizedapproactdepend®n a coordinatorto nd thelocationsin
the treefor thoseaffectednodes[3]. Spreadltadoptsa distributedapproachn which
disconnecteahodestry to gethelp from their grandparentsr the root of the tree[4].
A proactie approactpre-computesescueplansbeforefailureshappento reducethe
recovery time [5]. They improve the performanceof the tree reconstructiorprocess
afterfailureshave beendetected.

In contrast failure detectionitself hasnot beenwidely studiedin the context of
overlay multicast. They areusuallydescribedasa part of the tree constructionproce-
dure[1, 6], ratherthanasafocal topic beinginvestigatedsit deseres.Lack of quanti-
tative analysisof differentdetectionmechanismsindersafull explorationof different
designoptions.

In this paperwe performananalysisof a basicheartbeamechanismandstudythe
fundamentatradeof amongthefailure detectiortime, the probability of falsepositive,
andthe overhead Basedon that, we proposea cooperatie approachto nodefailure
detectionin overlaymulticastto speedupthedetectiomprocessThebasicideais thatall
neighborsnterestedn thewell-beingof anodecooperatavith eachother To detecthe
failure of anon-leafnodein overlaymulticast,all its childrenandits parentcanform a
logicalgroupto helpeachotherto make adecision Whenary of themlosesaheartbeat,
it tells othersin the groupaboutthis event.If anodecannotrecevetheheartbeatfrom
the target node,and alsoreceve informationfrom cooperatingnodesthat heartbeats
aremissing,it canquickly reachthe conclusionwith highercon dencethatthetarget
nodehasfailed. We performa formal analysisof the cooperatie schemeanddesigna
probabilisticnoti cation techniqueto dealwith big groupsizes.Throughanalysesand
simulationswe nd thatthe cooperatie schemecanachiere shorterfailure detection
time anda smallerprobability of falsepositive at the sametime, with a smallincrease
of overheadcomparedvith thebasicheartbeamechanism.

The restof the paperis structuredasfollows. Section2 proposeghe cooperatie
failure detectiormechanismSection3 givesananalyticalstudyon the gainsandcosts
of differentdetectionschemesPerformancevaluationsarepresentedn Section4 and
relatedwork is discussedn Section5. We concludethe paperin Section6.

2 A Cooperative Failur e DetectionMechanism

Thenodefailureandits detectioncanbeillustratedby anexamplein Fig. 1. Whennon-
leaf node5 fails, all thelinks (shavn asdottedlines) betweens andothernodeswill
beaffected.All thedownstreanmodes8, 9, 10,and15-22,areaffectedandexperience
datadisruptions Failure detectionis the procesghatneighboringnodes(e.g.,nodes2,
8,9, and10) cometo a conclusiorthatthe nodebeingmonitored(node5) hasfailed.

In thefollowing discussionthenodebeingmonitoredwill becalledthetargetnode
The nodesparticipatingin thefailure detectionof thetargetnodeareusuallyits neigh-
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Fig. 1. An exampleof nodefailure

bors, suchasnodeg; 8; 9; and10for targetnodeb. In thediscussionye alsouseterms
monitor nodesanddetectingnodesinterchangeablyith termneighbos.

2.1 BasicHeartbeat Scheme

The basicheartbeaschemeworks asfollows. Every nodesendsa heartbeamessage
to eachof its monitor nodesevery T secondslf a monitor nodedoesnot receve k
heartbeamessage a row, it will derive that the target node hasfailed. k and T
are designparameterghat can be adjusted.They determinethe performanceof the
detectiormechanism.

Sinceeachnodeindependentlymakesits own decisionaboutthe failure of other
nodesbasedon its obsenation on the heartbeatosses,we call this basic heartbeat
schemenon-coopeativefailure detectionin our later discussionin contrastto the co-
operatve schemaliscussechext.

2.2 Cooperative Scheme

The ideaof the cooperatie schemds to let monitor nodesof a targetnodecooperate
with eachotherasa groupsothateachnodecanreachthe conclusionfaster The goal
is thatin mostcasesa monitornodecandetectthe failure of a targetnodewithin one
heartbeainterval, with the help of othernodesin the samegroup.

Similar to the non-cooperatie case,every target nodesendsa heartbeamessage
to eachof its monitor nodesevery T secondsWhena monitor nodedoesnot receve
the heartbeamessagat the expectedime, it will senda noti cation messagé¢o each
nodein the cooperatinggroup with regardto the sametarget node.Whena monitor
noderecevesthe heartbeamessageno noti cation will be sent.Sono extratrafc is
generateadvhenthetargetnodeworksnormally.

For eachtarget node,eachmonitor node maintainstwo countersin the coopera-
tive schemeOneis the numberof heartbeat$ost, denotedasNy,, andthe otheris the
numberof noti cations receved,denotedasN,. They arebothinitializedto 0.

— Whena monitor noderecevesa heartbeatnessagdérom the targetnode, it resets
bothcountersNy, andN,, to 0.



— Whenit doesnot receie an expectedheartbeafrom the target node, it increases
thelost heartbeatounterNy, by 1, sendsa noti cation to eachnodein the group,
and performsthe following check.If N, + N, Kk, it concludeghat the target
nodehasfailed.

— Whenit receives a noti cation from other nodesin the cooperatinggroup with
regardto thetargetnode,it increaseshenoti cation counteN, by 1 andperforms
thefollowing check.If (N, + N, k) * (N, > 0), it concludeghatthe target
nodehasfailed.

Notek is a thresholdparametethat canbe adjustedlt canbe differentfrom the
k in the basicheartbeaschemeA monitor nodereacheshe conclusionthatthetarget
hasfailedonly afterit haslost atleastoneheartbeafrom thetargetnode.

3 Analytical Study

To betterunderstandhe gainsand cost of the failure detectionapproachesye per
form aformal analysisin this section.Speci cally, we wantto quantify the following
performanceneasures.

1) Failure DetectionTime It is the interval betweerthe time a nodefails andthe
time amonitornodereacheshe conclusiorthatit hasfailed.

2) Probability of FalsePositive It is the probability thatwhile a tagetnodeworks

ne, a monitor nodereacheghe conclusionthatit hasfailed. This may happenwhen
theheartbeatessagearelost.

3) Overheadlt isthetraf c generatedor thefailuredetectiorpurposeSpeci cally,
we calculatethe averagenumberof messagegenerateger unit time for onemonitor
nodeto beableto detectthefailure of atargetnode.

We assumehe probabilityof messagéossbetweerary pair of nodesin theoverlay
multicasttreeisp (0 p 1) andlossesareindependentFor clarity of analysis,
we assumehe end-to-engpathlateny betweertwo nodesis negligible anda monitor
nodeknows a heartbeais lost at the exactsametime whenthe heartbeais supposedo
be sentout. Thesepathsincludethosenotin the overlaytreeandyet usedin the coop-
erative failure detection Every nodein the overlay multicasttreefails with probability
g0 g 1).Inthecooperatiefailuredetectionwe assumeéhenumberof nodesn a
cooperatinggroupis n. Whenn = 1, thereis noothernodein thegroup.Theothertwo
importantparametersare thresholdvalue k, which determinesvhen a monitor node
concludeghat a tamget nodehasfailed, and the heartbeainterval T, which speci es
how frequentlythe heartbeatmessagearesentout.

3.1 FailureDetectionTime

Non-cooperative case In the non-cooperatie failure detection,a nodecandetectthe
failure of atargetnodeif the numberof heartbeat# hasmissedin a row exceedshe
thresholdk. Therefore thefailure detectiontime T, is betweenk 1)T andkT, as
shavn in Figure2. Specically, T, (k 1)T if thetargetnodefails immediately
beforethe expectedtime at which the next heartbeashouldbe sentout (point B); and
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Fig. 2. Failuredetectiontime for the non-cooperatie approach
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Fig. 3. Failuredetectiontime for the cooperatre approach

Tne KT if thetargetnodefails immediatelyafter a heartbeats sentout (point A).
Assumingthatthe failure eventis uniformly distributedin the interval (betweerpoint
A andpoint B), we cangetthe expectedfailure detectiortime for the non-cooperatie
approactasE(Tnc) = k 3 T.

Cooperative case In the cooperatie failure detection,the longestfailure detection
timeis T¢, = kT, whenthe target nodefails immediatelyafter a heartbeais sent
out andthe detectingnodegetsno noti cations from othernodesin the group. The
shortesfailuredetectiortimeis achiezedwhenthetargetnodefailsimmediatelybefore
aheartbeats supposedo be sentout, andthedetectingnodegetsall noti cations from
all othernodesin the cooperatinggroup. For every schedulecheartbeatthe detecting
nodegetsn 1 noti cations andonemissingheartbeatit takesd%e missingheartbeats
to getthetotal biggerthanor equalto thethresholdk. Sotheminimal detectiortime is
To= £ 1 T.

We areinterestedin the expecteddetectiontime. If the probability the detecting
nodecanreachthe conclusionafterm (d%e m k) missingheartbeatss g(m), the
expecteddetectiontime will be

X T
E(Teo) = T mg(m) - ®

m=dk=ne

To get the probability g(m), we explore all possiblecasesthat a detectingnode
cannotmake the conclusionin m 1 intenvals, but canin m intervals. Assumethe
numberof noti cations recevedin the rst m 1 intenalsis x, andthe numberof
noti cations recevedin the m-th intenal is y, asshown in Fig. 3. Becausé¢he max-
imum numberof noti cations thatcanbe recevedin oneintenvalisn 1, we have
0 x (n 1)Y(im 21and0 vy n 1 Thefactthatthedetectingnodecan-
not make the conclusionin the rst m  linternvalsimpliesx+ m 1 k 1, ie,,



x k m.In orderfor the nodeto make the conclusionin them-th interval, we have
x+y+m Kk

Fromy n Zlandx+y+m k,wegetx k m (n 1). Thereforex
cantakevaluesfrommax(©O;k m (n 1)tomin(k m;(n 1)(m 1)),and
y cantakevaluesfromk m xton L

Becauséhetargetnodehasfailed,all othernodesin a cooperatinggroupwill send
anoti cation to thedetectingnode.Eachnoti cation will reachthedetectinghodewith
probabilityl p. Undertheindependentossassumptionthe numberof noti cations
reachinghedetectingnodein the rst m 1 intervalsfollowsthebinomialdistribution
with parameterg(n 1)(m 1);1 p). The numberof noti cations reachingthe
detectingnodein the m-th interval follows the binomial distribution with parameters
(n 1,1 p). WeusenotationP,, (i) to representhe probabilityof i successeis the

binomial distribution with parameterg¢n; p). We know Py, (i) = pP@a p" i,

i
where r|1 =

The probability of getting x noti cations in the rst m 1 intenals is
Pin 1(m 1:1 p(X). The probability of gettingy noti cations in the m-th interval is
Pn 11 p(y). Thereforejf welet = (n 1)(m 1),and =k m (n 1) the
probability of reachingthe conclusionn the m-th interval is

min (X m; )O K1 !
g(m) = @r. | ,(x) Pn 11 p(W)A

x=max (0; ) y=k m x

Combiningthis with formula (1), we getthe expecteddetectiortime of the cooper
ative approach.

3.2 Probability of FalsePositive

Non-cooperative case In thenon-cooperatiefailuredetectionafalsefailuredetection
atnodex is causedy thelossof k consecutie heartbeatshatthetargetnodesendgo
x. Thereforethe probability of falsepositiveis Frc = pX.

Cooperative case In the cooperatie detection poththe consecutie lossof heartbeats
sentto a monitornodev itself andthe noti cations from cooperatingnodescontribute
to thefalsefailure detection.The probabilitythata cooperatingnodewill senda noti -
cationto v while thetargetnodeis still sendingheartbeatss = p(1 p), whichisthe
probability (p) thatthe heartbeato that nodeis lost timesthe probability (1  p) that
thenoti cation successfullyeachew.

The probability that v concludeshe target node hasfailed after the target node
sendsout m heartbeamessagess the probability thatv missesall m heartbeames-
sagegimestheprobabilitythatanappropriateiumberof noti cations reachv. Notethe
numberof noti cations reachingv in the rst m 1 intenalsfollows the binomialdis-
tributionwith parameter¢; ), andthenumberof noti cations reachingv in them-th



interval followsthebinomialdistributionwith parameterén  1; ). Following thesim-
ilar reasoningasin deriving the expectedtime, the probability of falsepositve when
nodev reachesa conclusionthatthetargetnodehasfailedafterm (ck=ne m k)
heartbeamessages
0 1
min (y( m; ) K 1
feo(m) = p™ @P. (x) Pn o1 (0)A (2)

x=max (0; ) y=k m x

where = (n 1)(m 1),and =k m (nP 1). Thereforethetotal probability

of falsepositive in the cooperatie caseis F, = ;: dk=ne I co(M).

3.3 Overhead

Non-cooperative case The overheadfor one monitor nodeis one heartbeatnessage

perT secondsif thetargetnodedoesnotfail. Thereforethe overheads H . = %

Cooperative case For the cooperatie failure detection,in additionto the heartbeat
messageye have noti cation messagesansmittecbetweercooperatinghodesWhen
the target nodefails (with probability ), eachmonitor nodewill leadton 1 no-
ti cations being transmitted.When the target node sendsheartbeatsiormally (with
probabilityl @), eachof n 1 cooperatinghodesmay missthe heartbeamessage
with probability p andsenda noti cation messagé¢o the monitornode.Therefore the
overheador thecooperatie cases

gn D+ @A g@+pn 1)
T

Heo = 3)

3.4 Numerical Resultsand Analysis

Non-cooperative vs. Cooperative To compardlifferentapproachesye show the nu-
mericalresultsin Fig. 4(a)-4(c).For the cooperatie detection the numberof nodesin
a cooperatie group(n) is either2, 4 or 6. As the thresholdk increasesthe detection
time increasesn all schemegFig. 4(a)), but the non-cooperatie approachincreases
muchfasterthanthe cooperatie approachFor a giventhresholdk, the cooperatie ap-
proachcandetecthefailurein signi cantly shortertime. For example whenk = 4, the
cooperatre approactwith n = 6 only takes0:5T , whichis 1/7 of thetime (3:5T) by
thenon-cooperatieapproachFig. 4(b) andFig. 4(c) show thatthenon-cooperatie ap-
proachhasalower probability of falsepositive andlower overheadhanthecooperatie
approachwhenthey usethe samethresholdvalue(k).

An interestingobsenation is that the cooperatie schemewith n = 4 nodesin
a groupandthe thresholdk = 4 achiezesboth a lower probability of falsepositive
andthe shorterdetectiontime thanthe non-cooperatie approachwith k = 3. A more
generalobsenation from the plot is that given a non-cooperatie schemewith some
k > 1, we canalways nd acooperatie schemewith appropriatek andn suchthatit
hasshorterdetectiontime anda lower probability of falsepositive at the sametime. In
all casesthe extra overheads alwaysno biggerthan20%.
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Fig. 4. Quantitatve comparisorof failure detectionrschemes

The Effect of the Number of Monitor Nodesin a Cooperative Group In Fig 4(d),
asthe numberof monitor nodesin a groupincreasegrom 2 to 10, the detectiontime
decreasedueto lack of spacewe do not shawv the gures for the probability of false
positive andthe overheadBoth metricsincreasessthe size of the cooperatie group
increasesThe key obsenationis thatwhenthe groupsizeincreasedeyondthreshold
k, thedetectiontime reacheshe minimumvalueT =2 andcannotbe furtherdecreased,
while the probability of falsepositive and the overheadcontinueincreasing.On one
hand,this tells usthatthe cooperatie schemewith n  k achieresthe designgoal of
having monitornodesdetectthefailure of atargetnodewithin oneheartbeainterval in
mostcasesOn the otherhandthis givesusa hint thatthe numberof hodesin a group
shouldnot betoolarge.A valuecloseto or alittle bit biggerthank is enough.

An Implementation Implication Whenimplementinghecooperatie schemewe let
the parentandthe children of a target nodeform a cooperatie group, which canbe
muchlargerthank. Theimplication of the above obsenationis thatthe large number
of memberdan a group doesnot help muchto reducethe detectiontime further, but
increaseghe traf c generatedvhena heartbeais lost. One approachto solving the



problemis to limit the numberof cooperatingnodesin a groupto k. In this paper
we adopta differentapproachj.e., probabilisticnoti cation. We canlet a nodesend
noti cations with probabilityp. (0 p. 1) if the numberof membersn a group
is too large. Assumethe numberof nodesin thegroupis n (n > k). We cansetp. to
aboutH, sothateachmonitor nodecanroughlyreceve k 1 noti cations within
oneinterval anddetectthefailureif thereis one.Also theoveralltraf c is reducedWe
call this methodthe probabilisticnoti cation schemean the performancevaluation.In
contrastthe original methodwill be callednon-piobabilisticnoti cation scheme.

4 PerformanceEvaluations

1) Simulation Setup.

In the simulation,we useGT-ITM [7] to generatel 600 nodetransit-stubtopolo-
giesasthe underlyingnetwork. The sourceandthe multicastmembersare randomly
distributedin stubdomains.The network-layerlink latenciesrepresentethy the edge
weightsin the graph,rangefrom 1 msto 81 ms. The application-leel distance(path
lateng) betweertwo end-hostss thesumof link latencieontheshortespathbetween
them.It rangesrom 1 msto 220 mswith the averageequalto 96 msin the generated
topology The maximumnumberof neighborghata nodecanhave in the overlaymul-
ticasttree,callednodedegree,is uniformly distributedin range[2;2 d 2], whered
is theaveragenodedeggree.In thesimulationsd = 5 if not statedotherwise.

All experimentsbegin with a multicasttree with 160 end-hostsThen nodesjoin
andleave thetreedynamically following the Poissorprocesswith leaving andjoin rate

= 0:2=second Eachexperimentlastsfor two hours.We usethe Gilbert model[8]
to simulatethe paclet loss on the network-layer links. The averagelink lossrateis
setaspink = 1% if not mentionedotherwise The end-to-endpathlossprobabilityis
p=1 (1 pix ) if thepathconsistof! links. Theaveragenumberof links between
neighborsin the generatednulticasttreeis about6. In the experimentsthe heartbeat
intervalis T = 15seconds.

In the following gures, labels“Coop-nonprob”and“Coop-prob” denotethe co-
operatve failure detectionusingthe non-probabilistiandthe probabilisticnoti cation
schemeespectrely. “NonCoop” representghe non-cooperatie approach.

2) Failur e DetectionTime.

Fig. 5(a) compareghe averagefailure detectiontime, measuredn the numberof
heartbeaintervals.Fig. 5(b) depictsthe cumulative distribution of the failure detection
time whenthethresholdis k = 4. Curves“overall” plot the averagedetectiontime of
all nodesin the multicasttree,while curves“n 2" only considerthosenodesthat
have n 1 nodesto cooperatavith in monitoringtarget nodes.We obsenre thatthe
cooperatre detectionachieves much smaller averagedetectiontime, comparedwith
the non-cooperatie approachFor example,for the nodesin the cooperatinggroups
with sizesn 2, whenk = 4, the averagedetectiontime is only 30% of the non-
cooperatre approachMoreover, morethan55% of themdetectthetargetnodefailures
within just oneinterval and morethan 95% of themdetectthe failureswithin two in-
tenals.In contrastusingthe non-cooperatie approachmorethan95% of thefailures
aredetectedafterthreeintervals. The detectiontime of the “overall” curvesarenot as
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goodas“n 2" becausdhe nodesthat have nobodyto cooperatewith needlonger
time to detectthe failures.We vary the averagenodedegreed between2.5 and5 and
nd thatabout70% 85%of thenodesin the multicasttreebelongto the monitoring
groupswith sizesnolessthan2. This meanghatmostof thetreenodescooperatevith
somebodyelseandthuscanbene t from the cooperatie approacho detectthe target
failuresfaster Also we obsenrethatin the cooperatie detectionusingthe probabilistic
noti cation candetectfailuresalmostasfastasusingthe non-probabilisticscheme.

3) Probability of FalsePositive.

Fig. 6(a) plotsthe probability of falsepositive. Givenathresholdk, the cooperatie
approachhas more false positives than the non-cooperatie approach However, we
alsonotethatusinga largerthresholdk in the cooperatie approache.g.,k = 4) can
resultin the smallerprobability of falsepositive andthe smallerdetectiontime This
revalidatesthe obsenationin the formal analysis.Moreover, whenthe thresholdk is
lessthanthe sizesof mostcooperatinggroupsthe probabilisticnoti cation schemesan
get smallerprobability of false positive for the cooperatie approachcomparedwith
thenon-probabilisticchemeThis is becausaisingthe probabilisticnoti cation, when
thecooperatinggroupsizen is greatethanthethresholdk, only aboutk 1 insteadof
n 1 cooperatinghodesof a monitornodecansendfalsenoti cations toit. A related
problemis how to choosek. We may have atargetprobability of falsepositive we want
to achieve. Thenwe candeterminehevaluefor k thatsatis esthegoal.

4) Overhead.

Theoverheadf detectiomrapproaches measuredy the numberof controlpaclets
sentpersecondor the detectionpurposeln the non-cooperatie approachthe heart-
beatpaclets are counted.For the cooperatie detection,both the heartbeatsand the
noti cation pacletsare includedin the calculation.We de ne the relative overhead
of the cooperatie approachasthe ratio of its overheado that of the non-cooperatie
approachunderthe sameexperimentcon guration.

Fig. 6(b) depictstherelative overheadf thecooperatie failuredetectionusingtwo
differentnoti cation schemesWe obsene thatusingthe non-probabilistiaoti cation,
the cooperatie approachintroducesabout20% moretraf ¢ thanthe non-cooperatie
approachThis allows usto reducethe averagedetectiortime for all treenodesby 50%
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andfor nodeshaving somebodyto cooperatewith by roughly 70  75%, compared
with the non-cooperatie approachMoreover, the overheadcanbe furtherreducedby
usingthe probabilisticnoti cation schemeAs demonstratec¢h the gure, its overhead
is alwayslessthanor equalto thatof the non-probabilisticschemeFor example,with
k = 2, theprobabilisticnoti cation only givesriseto 5% moreoverheadhanthe non-
cooperatre approachin contrasto 17%in the non-probabilisticscheme.

5 RelatedWork

Failure detectionhasbeenstudiedin distributed systemq9]. The goalis to designa
scalabledetectionmechanisnthatall nodesin the distributedsystemcanreacha con-
sensughatafailure hasoccurredln the contet of overlay multicast failure detection
is usually describedas a part of the tree constructionprocedureln the End System
Multicast[1], eachnodesendsefresh(heartbeatinessageto its neighborslf a node
doesnotreceve refreshmentfrom aneighborfor along periodof time, a probeis sent
to this neighbor It is consideredo be deadif no responsés returnedFor thosenodes
it doesnotreceve refreshmentfor sometime, but notlong enoughjt probabilistically
probesthem.In the IntradomainOverlays[10], eachoverlay nodeperiodically sends
keepalive(heartbeatinessageto its tree parent.Failure in receving sucha message
makesthe parentto probethe child. No responsédor the probeleadsto declarationof
child failure.

Both of themusethe heartbeaimechanisnto detectthefailure. They alsouseprobe
to make surethatthetargethasfailed,in orderto reducetheprobability of falsepositive.
Notice thatthe nal probeitself may alsohave a certainprobability of falsepositive,
dependingnwhich probingmethodis used While the probingcanalsobeusedin our
systemsthe cooperatie schemewe proposedcanreducethe time the monitor node
detectghe problematthetargetnodeandincreasehecon denceof theconclusionBy
choosingan appropriatehresholdandforming a cooperatinggroup, we candecrease
theprobability of falsepositive to avery low level andmake the probingunnecessary

The ResilientOverlay Network [11] alsoaddressedthe failure detectionproblem.
It aimsat detectingpathfailuresinsteadof nodefailuresin overlay networks,by using
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anactive probingmechanismif no responsés returnedafter probinga node,a higher
probing frequeng replaceshe normal probing frequeng. If no responsas receved
for acertainnumberof consecutre probingsthe probedpathis determinedo bedead.
Thetrafc generatedby the probingprocessdoublesthatof heartbeatechanismand
the chanceof messagdossis alsodoubled.Therefore the probability of falsepositive
is higherthanone-way heartbeabasedetectionmechanismsBasedon the paperthe
detectiontime of the probingmechanisnis about2T if the probinginterval is T . In
contrastour cooperatie schemecandetectthe failure within oneheartbeatnterval if
we have enoughcooperatie nodes.

6 Concluding Remarks

Failure detectionandrecovery is a very importantproblemin overlay multicast. The
effectivenesf the detectionmechanismhasdirectimpactson the servicequality to
thereceversin the sessionln this paperwe proposedh cooperatie approactto speed
up the failure detectionprocessWe gave a quantitatve study of threeimportantper
formancemeasure®f detectionmechanismsand analyzedthe fundamentatradeof
amongthem.We alsodiscussedomeimplementatiorissuesandevaluatedthe perfor
manceof the proposedschemeWhile the focus of this paperis on failure detection
in overlay multicast,the cooperatie detectionmechanisnis alsoapplicableto other
overlaynetworksaswell.
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