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Abstract. Node failuresand ungracefuldeparturesare important issuesto be
dealtwith in overlaymulticast.Fastdetectionis key to minimizing thedisruption
of serviceto theaffectednodesparticipatingin themulticastsession.In this pa-
per, weproposeacooperativefailuredetectionmechanismthatcangreatlyreduce
thefailuredetectiontime.A signi�cant contributionof thepaperis thatwequan-
tify threeimportantmeasures,i.e., theexpecteddetectiontime, theprobabilityof
falsefailuredetection,andtheoverhead.This allows us to studythe fundamen-
tal tradeoff amongthemin the failure detectionmechanisms.The analysisand
simulationsshow thattheproposedcooperative failuredetectionmechanismcan
signi�cantly reducethe failuredetectiontime while maintainingtheprobability
of falsepositive at thesamelevel, at thecostof slightly increasedoverhead.

1 Intr oduction

Overlaymulticast(alsoknown asapplication-layermulticast)[1,2] hasbeenwidely in-
vestigatedasanalternative to IP multicastto implementgroupcommunicationsfor its
easydeployment.It buildsanoverlaytopology(usuallya tree)amongendhostspartic-
ipating in themulticastsession,by usingtheunicastserviceprovidedby thesubstrate
network. Theduplicationfunctionsareimplementedat endhostsratherthanrouters.

Managementof theoverlaymulticasttreefacesa key problem.Thenon-leafnodes
in the treeareendhosts,which aremorelikely to fail thanroutersandmay leave the
multicasttreevoluntarilywithout informingothernodes.In thesecases,all of its down-
streamnodesarepartitionedfrom themulticasttreeandcannotget themulticastdata
any more.It is importantto recover from partitioningquickly so that thedisruptionof
serviceto thosedownstreamnodesis minimized.The time to resumethedata�o w to
thoseaffectednodesis animportantmeasureof theresponsivenessof failurerecovery
mechanisms.

The recovery processconsistsof two steps,failure detectionandtreereconstruc-
tion. Failuredetectionmeansthatwhena nodein overlaymulticastfails or leavesthe
multicastsession,othernodescandetectthe event. A departingnodemay leave the
multicasttreegracefully, by sendinga messageto relevantnodes.Thedetectionis not
a problemin this case.However, it is not uncommonin overlaymulticastthata node
leavesthetreeaccidentally, suchasin caseof failures,or leavesvoluntarilywithout in-
formingothernodesaboutits status.Weneedadetectionmechanismfor affectednodes
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to reachtheconclusionthatthenodeis goneassoonaspossible.In therestof thepaper,
we will use“f ailure” or “a nodefails” to includethecasein which a nodeleavesthe
multicasttreewithout informingothers.

The treereconstructionis the processthat thoseorphanednodesor subtrees�nd
new parentsto reconnectto themulticasttree.Severalrecentresearcheshaveaddressed
theproblem.A centralizedapproachdependson a coordinatorto �nd the locationsin
the treefor thoseaffectednodes[3]. SpreadItadoptsa distributedapproachin which
disconnectednodestry to get help from their grandparentsor the root of the tree[4].
A proactive approachpre-computesrescueplansbeforefailureshappento reducethe
recovery time [5]. They improve the performanceof the tree reconstructionprocess
afterfailureshavebeendetected.

In contrast,failure detectionitself hasnot beenwidely studiedin the context of
overlaymulticast.They areusuallydescribedasa partof the treeconstructionproce-
dure[1,6], ratherthanasa focal topicbeinginvestigatedasit deserves.Lackof quanti-
tative analysisof differentdetectionmechanismshindersa full explorationof different
designoptions.

In this paper, we performananalysisof a basicheartbeatmechanismandstudythe
fundamentaltradeoff amongthefailuredetectiontime,theprobabilityof falsepositive,
and the overhead.Basedon that, we proposea cooperative approachto nodefailure
detectionin overlaymulticastto speedupthedetectionprocess.Thebasicideais thatall
neighborsinterestedin thewell-beingof anodecooperatewith eachother. To detectthe
failureof anon-leafnodein overlaymulticast,all its childrenandits parentcanform a
logicalgroupto helpeachotherto makeadecision.Whenany of themlosesaheartbeat,
it tellsothersin thegroupaboutthisevent.If anodecannotreceivetheheartbeatsfrom
the target node,andalso receive information from cooperatingnodesthat heartbeats
aremissing,it canquickly reachtheconclusionwith highercon�dencethat thetarget
nodehasfailed.We performa formal analysisof thecooperativeschemeanddesigna
probabilisticnoti�cation techniqueto dealwith big groupsizes.Throughanalysesand
simulations,we �nd that thecooperative schemecanachieve shorterfailuredetection
time anda smallerprobabilityof falsepositive at thesametime,with a small increase
of overhead,comparedwith thebasicheartbeatmechanism.

The restof the paperis structuredasfollows. Section2 proposesthe cooperative
failuredetectionmechanism.Section3 givesananalyticalstudyon thegainsandcosts
of differentdetectionschemes.Performanceevaluationsarepresentedin Section4 and
relatedwork is discussedin Section5. We concludethepaperin Section6.

2 A CooperativeFailur eDetectionMechanism

Thenodefailureandits detectioncanbeillustratedby anexamplein Fig.1. Whennon-
leaf node5 fails, all the links (shown asdottedlines)between5 andothernodeswill
beaffected.All thedownstreamnodes,8, 9, 10,and15-22,areaffectedandexperience
datadisruptions.Failuredetectionis theprocessthatneighboringnodes(e.g.,nodes2,
8, 9, and10)cometo a conclusionthatthenodebeingmonitored(node5) hasfailed.

In thefollowingdiscussion,thenodebeingmonitoredwill becalledthetargetnode.
Thenodesparticipatingin thefailuredetectionof thetargetnodeareusuallyits neigh-
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Fig.1. An exampleof nodefailure

bors, suchasnodes2; 8; 9; and10for targetnode5. In thediscussion,wealsouseterms
monitornodesanddetectingnodesinterchangeablywith termneighbors.

2.1 BasicHeartbeat Scheme

The basicheartbeatschemeworks asfollows. Every nodesendsa heartbeatmessage
to eachof its monitor nodesevery T seconds.If a monitor nodedoesnot receive k
heartbeatmessagesin a row, it will derive that the target nodehasfailed. k and T
are designparametersthat can be adjusted.They determinethe performanceof the
detectionmechanism.

Sinceeachnodeindependentlymakesits own decisionaboutthe failure of other
nodesbasedon its observation on the heartbeatlosses,we call this basicheartbeat
schemenon-cooperativefailuredetectionin our laterdiscussion,in contrastto theco-
operativeschemediscussednext.

2.2 CooperativeScheme

The ideaof thecooperative schemeis to let monitornodesof a targetnodecooperate
with eachotherasa groupsothateachnodecanreachtheconclusionfaster. Thegoal
is that in mostcases,a monitornodecandetectthe failureof a targetnodewithin one
heartbeatinterval, with thehelpof othernodesin thesamegroup.

Similar to the non-cooperative case,every target nodesendsa heartbeatmessage
to eachof its monitornodesevery T seconds.Whena monitornodedoesnot receive
theheartbeatmessageat theexpectedtime, it will senda noti�cation messageto each
nodein the cooperatinggroupwith regardto the sametarget node.Whena monitor
nodereceivestheheartbeatmessage,no noti�cation will besent.Sono extra traf�c is
generatedwhenthetargetnodeworksnormally.

For eachtarget node,eachmonitor nodemaintainstwo countersin the coopera-
tive scheme.Oneis thenumberof heartbeatslost, denotedasNh , andtheotheris the
numberof noti�cations received,denotedasNn . They arebothinitialized to 0.

– Whena monitornodereceivesa heartbeatmessagefrom the targetnode,it resets
bothcounters,Nh andNn , to 0.
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– Whenit doesnot receive an expectedheartbeatfrom the targetnode,it increases
the lost heartbeatcounterNh by 1, sendsa noti�cation to eachnodein thegroup,
andperformsthe following check.If Nh + Nn � k, it concludesthat the target
nodehasfailed.

– When it receives a noti�cation from other nodesin the cooperatinggroup with
regardto thetargetnode,it increasesthenoti�cation counterNn by 1 andperforms
the following check.If (Nh + Nn � k) ^ (Nh > 0), it concludesthat the target
nodehasfailed.

Note k is a thresholdparameterthat canbe adjusted.It canbe differentfrom the
k in thebasicheartbeatscheme.A monitornodereachestheconclusionthatthetarget
hasfailedonly afterit haslost at leastoneheartbeatfrom thetargetnode.

3 Analytical Study

To betterunderstandthe gainsandcost of the failure detectionapproaches,we per-
form a formal analysisin this section.Speci�cally, we want to quantify the following
performancemeasures.

1) Failure DetectionTime. It is the interval betweenthe time a nodefails andthe
timea monitornodereachestheconclusionthatit hasfailed.

2) Probability of FalsePositive. It is theprobabilitythatwhile a targetnodeworks
�ne, a monitor nodereachestheconclusionthat it hasfailed.This may happenwhen
theheartbeatmessagesarelost.

3) Overhead.It is thetraf�c generatedfor thefailuredetectionpurpose.Speci�cally,
we calculatetheaveragenumberof messagesgeneratedperunit time for onemonitor
nodeto beableto detectthefailureof a targetnode.

Weassumetheprobabilityof messagelossbetweenany pairof nodesin theoverlay
multicasttree is p (0 � p � 1) and lossesare independent.For clarity of analysis,
we assumetheend-to-endpathlatency betweentwo nodesis negligible anda monitor
nodeknowsaheartbeatis lostat theexactsametimewhentheheartbeatis supposedto
besentout.Thesepathsincludethosenot in theoverlaytreeandyet usedin thecoop-
erative failuredetection.Everynodein theoverlaymulticasttreefails with probability
q (0 � q � 1). In thecooperativefailuredetection,weassumethenumberof nodesin a
cooperatinggroupis n. Whenn = 1, thereis noothernodein thegroup.Theothertwo
importantparametersare thresholdvaluek, which determineswhena monitor node
concludesthat a target nodehasfailed, andthe heartbeatinterval T , which speci�es
how frequentlytheheartbeatmessagesaresentout.

3.1 Failur eDetectionTime

Non-cooperative case In thenon-cooperative failuredetection,a nodecandetectthe
failureof a targetnodeif thenumberof heartbeatsit hasmissedin a row exceedsthe
thresholdk. Therefore,thefailuredetectiontime Tnc is between(k � 1)T andkT , as
shown in Figure2. Speci�cally, Tnc � (k � 1)T if the targetnodefails immediately
beforetheexpectedtime at which thenext heartbeatshouldbesentout (point B); and
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Fig.3. Failuredetectiontime for thecooperative approach

Tnc � kT if the targetnodefails immediatelyafter a heartbeatis sentout (point A).
Assumingthat the failureevent is uniformly distributedin the interval (betweenpoint
A andpoint B), we cangettheexpectedfailuredetectiontime for thenon-cooperative
approachasE(Tnc ) =

�
k � 1

2

�
T .

Cooperative case In the cooperative failure detection,the longestfailure detection
time is Tco = kT , when the target nodefails immediatelyafter a heartbeatis sent
out and the detectingnodegetsno noti�cations from other nodesin the group.The
shortestfailuredetectiontimeis achievedwhenthetargetnodefailsimmediatelybefore
aheartbeatis supposedto besentout,andthedetectingnodegetsall noti�cations from
all othernodesin thecooperatinggroup.For every scheduledheartbeat,thedetecting
nodegetsn � 1 noti�cations andonemissingheartbeat.It takesdk

n emissingheartbeats
to getthetotalbiggerthanor equalto thethresholdk. Sotheminimal detectiontime is
Tco =

��
k
n

�
� 1

�
� T .

We are interestedin the expecteddetectiontime. If the probability the detecting
nodecanreachtheconclusionafterm (dk

n e � m � k) missingheartbeatsis g(m), the
expecteddetectiontimewill be

E(Tco) = T
kX

m = dk=n e

mg(m) �
T
2

(1)

To get the probability g(m), we explore all possiblecasesthat a detectingnode
cannotmake the conclusionin m � 1 intervals, but can in m intervals. Assumethe
numberof noti�cations received in the �rst m � 1 intervals is x, andthe numberof
noti�cations received in the m-th interval is y, asshown in Fig. 3. Becausethe max-
imum numberof noti�cations that canbe received in oneinterval is n � 1, we have
0 � x � (n � 1)(m � 1) and0 � y � n � 1. The fact that thedetectingnodecan-
not make theconclusionin the �rst m � 1 intervals impliesx + m � 1 � k � 1, i.e.,
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x � k � m. In orderfor thenodeto make theconclusionin them-th interval, we have
x + y + m � k.

Fromy � n � 1 andx + y + m � k, we getx � k � m � (n � 1). Therefore,x
cantake valuesfrom max(0; k � m � (n � 1)) to min (k � m; (n � 1)(m � 1)), and
y cantake valuesfrom k � m � x to n � 1.

Becausethetargetnodehasfailed,all othernodesin a cooperatinggroupwill send
anoti�cation to thedetectingnode.Eachnoti�cation will reachthedetectingnodewith
probability1 � p. Underthe independentlossassumption,thenumberof noti�cations
reachingthedetectingnodein the�rst m � 1 intervalsfollowsthebinomialdistribution
with parameters((n � 1)(m � 1); 1 � p). The numberof noti�cations reachingthe
detectingnodein the m-th interval follows the binomial distribution with parameters
(n � 1; 1� p). WeusenotationPn;p (i ) to representtheprobabilityof i successesin the

binomialdistribution with parameters(n; p). We know Pn;p (i ) =
�

n
i

�
pi (1 � p)n � i ,

where
�

n
i

�
= n !

i !( n � i )! .

The probability of getting x noti�cations in the �rst m � 1 intervals is
P(n � 1)( m � 1) ;1� p(x). The probability of gettingy noti�cations in the m-th interval is
Pn � 1;1� p(y). Therefore,if we let � = (n � 1)(m � 1), and� = k � m � (n � 1), the
probabilityof reachingtheconclusionin them-th interval is

g(m) =
min (k � m;� )X

x = max (0 ;� )

0

@P�; 1� p(x)
n � 1X

y= k � m � x

Pn � 1;1� p(y)

1

A

Combiningthiswith formula(1), we gettheexpecteddetectiontimeof thecooper-
ativeapproach.

3.2 Probability of FalsePositive

Non-cooperativecaseIn thenon-cooperativefailuredetection,afalsefailuredetection
at nodex is causedby thelossof k consecutiveheartbeatsthatthetargetnodesendsto
x. Therefore,theprobabilityof falsepositive is Fnc = pk .

Cooperativecase In thecooperativedetection,boththeconsecutive lossof heartbeats
sentto a monitornodev itself andthenoti�cations from cooperatingnodescontribute
to thefalsefailuredetection.Theprobabilitythata cooperatingnodewill senda noti�-
cationto v while thetargetnodeis still sendingheartbeatsis � = p(1 � p), which is the
probability (p) that theheartbeatto thatnodeis lost timestheprobability (1 � p) that
thenoti�cation successfullyreachesv.

The probability that v concludesthe target nodehasfailed after the target node
sendsout m heartbeatmessagesis theprobability that v missesall m heartbeatmes-
sagestimestheprobabilitythatanappropriatenumberof noti�cations reachv. Notethe
numberof noti�cations reachingv in the�rst m � 1 intervalsfollows thebinomialdis-
tributionwith parameters(�; � ), andthenumberof noti�cations reachingv in them-th
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interval followsthebinomialdistributionwith parameters(n � 1; � ). Following thesim-
ilar reasoningasin deriving the expectedtime, the probability of falsepositive when
nodev reachesa conclusionthat thetargetnodehasfailedafterm (dk=ne � m � k)
heartbeatmessagesis

f co(m) = pm
min (k � m;� )X

x =max (0 ;� )

0

@P�;� (x)
n � 1X

y= k � m � x

Pn � 1;� (y)

1

A (2)

where� = (n � 1)(m � 1), and� = k � m � (n � 1). Therefore,thetotalprobability
of falsepositive in thecooperativecaseis Fco =

P k
m = dk=n e f co(m).

3.3 Overhead

Non-cooperative case The overheadfor onemonitor nodeis oneheartbeatmessage
perT seconds,if thetargetnodedoesnot fail. Therefore,theoverheadis H nc = 1� q

T .

Cooperative case For the cooperative failure detection,in addition to the heartbeat
message,wehavenoti�cation messagestransmittedbetweencooperatingnodes.When
the target nodefails (with probability q), eachmonitor nodewill lead to n � 1 no-
ti�cations being transmitted.When the target nodesendsheartbeatsnormally (with
probability 1 � q), eachof n � 1 cooperatingnodesmay misstheheartbeatmessage
with probabilityp andsenda noti�cation messageto themonitornode.Therefore,the
overheadfor thecooperativecaseis

H co =
q(n � 1) + (1 � q) (1 + p(n � 1))

T
(3)

3.4 Numerical Resultsand Analysis

Non-cooperativevs.Cooperative To comparedifferentapproaches,we show thenu-
mericalresultsin Fig. 4(a)-4(c).For thecooperativedetection,thenumberof nodesin
a cooperative group(n) is either2, 4 or 6. As the thresholdk increases,thedetection
time increasesin all schemes(Fig. 4(a)), but the non-cooperative approachincreases
muchfasterthanthecooperativeapproach.For agiventhresholdk, thecooperativeap-
proachcandetectthefailurein signi�cantly shortertime.For example,whenk = 4, the
cooperative approachwith n = 6 only takes0:5T , which is 1/7 of thetime (3:5T ) by
thenon-cooperativeapproach.Fig. 4(b)andFig.4(c)show thatthenon-cooperativeap-
proachhasalowerprobabilityof falsepositiveandloweroverheadthanthecooperative
approach,whenthey usethesamethresholdvalue(k).

An interestingobservation is that the cooperative schemewith n = 4 nodesin
a groupand the thresholdk = 4 achievesboth a lower probability of falsepositive
andtheshorterdetectiontime thanthenon-cooperativeapproachwith k = 3. A more
generalobservation from the plot is that given a non-cooperative schemewith some
k > 1, we canalways�nd a cooperativeschemewith appropriatek andn suchthat it
hasshorterdetectiontime anda lowerprobabilityof falsepositiveat thesametime. In
all cases,theextraoverheadis alwaysnobiggerthan20%.
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The Effect of the Number of Monitor Nodesin a Cooperative Group In Fig 4(d),
asthenumberof monitor nodesin a groupincreasesfrom 2 to 10, thedetectiontime
decreases.Dueto lack of space,we do not show the�gures for theprobabilityof false
positive andtheoverhead.Both metricsincreasesasthesizeof thecooperative group
increases.Thekey observationis thatwhenthegroupsizeincreasesbeyondthreshold
k, thedetectiontime reachestheminimumvalueT =2 andcannotbefurtherdecreased,
while the probability of falsepositive and the overheadcontinueincreasing.On one
hand,this tells us that thecooperative schemewith n � k achievesthedesigngoalof
having monitornodesdetectthefailureof a targetnodewithin oneheartbeatinterval in
mostcases.On theotherhand,this givesusa hint that thenumberof nodesin a group
shouldnotbetoo large.A valuecloseto or a little bit biggerthank is enough.

An Implementation Implication Whenimplementingthecooperativescheme,we let
the parentand the childrenof a target nodeform a cooperative group,which canbe
muchlarger thank. The implicationof theabove observationis that the largenumber
of membersin a groupdoesnot help much to reducethe detectiontime further, but
increasesthe traf�c generatedwhena heartbeatis lost. Oneapproachto solving the
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problemis to limit the numberof cooperatingnodesin a group to k. In this paper,
we adopta differentapproach,i.e., probabilisticnoti�cation. We canlet a nodesend
noti�cations with probabilitypc ( 0 � pc � 1) if thenumberof membersin a group
is too large.Assumethenumberof nodesin thegroupis n (n > k). We cansetpc to
about k � 1

n � 1 , so that eachmonitor nodecanroughly receive k � 1 noti�cations within
oneinterval anddetectthefailureif thereis one.Also theoverall traf�c is reduced.We
call thismethodtheprobabilisticnoti�cation schemein theperformanceevaluation.In
contrast,theoriginalmethodwill becallednon-probabilisticnoti�cation scheme.

4 PerformanceEvaluations

1) Simulation Setup.
In the simulation,we useGT-ITM [7] to generate1600nodetransit-stubtopolo-

giesasthe underlyingnetwork. The sourceandthe multicastmembersarerandomly
distributedin stubdomains.Thenetwork-layerlink latencies,representedby theedge
weightsin the graph,rangefrom 1 ms to 81 ms.The application-level distance(path
latency) betweentwo end-hostsis thesumof link latenciesontheshortestpathbetween
them.It rangesfrom 1 msto 220mswith theaverageequalto 96 msin thegenerated
topology. Themaximumnumberof neighborsthata nodecanhave in theoverlaymul-
ticasttree,callednodedegree,is uniformly distributedin range[2; 2 � d � 2], whered
is theaveragenodedegree.In thesimulations,d = 5 if not statedotherwise.

All experimentsbegin with a multicasttreewith 160 end-hosts.Thennodesjoin
andleavethetreedynamically, following thePoissonprocesswith leaving andjoin rate
� = 0:2=second. Eachexperimentlastsfor two hours.We usethe Gilbert model[8]
to simulatethe packet loss on the network-layer links. The averagelink loss rate is
setasplink = 1% if not mentionedotherwise.Theend-to-endpathlossprobability is
p = 1� (1 � plink ) l if thepathconsistsof l links. Theaveragenumberof links between
neighborsin thegeneratedmulticasttreeis about6. In theexperiments,theheartbeat
interval is T = 15seconds.

In the following �gures, labels“Coop-nonprob”and“Coop-prob” denotethe co-
operative failuredetectionusingthenon-probabilisticandtheprobabilisticnoti�cation
schemerespectively. “NonCoop” representsthenon-cooperativeapproach.

2) Failur eDetectionTime.
Fig. 5(a) comparesthe averagefailure detectiontime, measuredin the numberof

heartbeatintervals.Fig. 5(b)depictsthecumulativedistributionof thefailuredetection
time whenthethresholdis k = 4. Curves“overall” plot theaveragedetectiontime of
all nodesin the multicasttree,while curves“n � 2” only considerthosenodesthat
have n � 1 nodesto cooperatewith in monitoring target nodes.We observe that the
cooperative detectionachievesmuch smalleraveragedetectiontime, comparedwith
the non-cooperative approach.For example,for the nodesin the cooperatinggroups
with sizesn � 2, whenk = 4, the averagedetectiontime is only 30% of the non-
cooperativeapproach.Moreover, morethan55%of themdetectthetargetnodefailures
within just oneinterval andmorethan95% of themdetectthe failureswithin two in-
tervals.In contrast,usingthenon-cooperativeapproach,morethan95%of thefailures
aredetectedafter threeintervals.Thedetectiontime of the“overall” curvesarenot as
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goodas“n � 2” becausethe nodesthat have nobodyto cooperatewith needlonger
time to detectthe failures.We vary theaveragenodedegreed between2.5 and5 and
�nd thatabout70% � 85%of thenodesin themulticasttreebelongto themonitoring
groupswith sizesno lessthan2. Thismeansthatmostof thetreenodescooperatewith
somebodyelseandthuscanbene�t from thecooperative approachto detectthetarget
failuresfaster. Also weobservethatin thecooperativedetection,usingtheprobabilistic
noti�cation candetectfailuresalmostasfastasusingthenon-probabilisticscheme.

3) Probability of FalsePositive.
Fig. 6(a)plotstheprobabilityof falsepositive.Givena thresholdk, thecooperative

approachhasmore falsepositives than the non-cooperative approach.However, we
alsonotethatusinga larger thresholdk in thecooperative approach(e.g.,k = 4) can
result in the smallerprobability of falsepositive and the smallerdetectiontime This
revalidatesthe observation in the formal analysis.Moreover, whenthe thresholdk is
lessthanthesizesof mostcooperatinggroups,theprobabilisticnoti�cation schemecan
get smallerprobability of falsepositive for the cooperative approach,comparedwith
thenon-probabilisticscheme.This is becauseusingtheprobabilisticnoti�cation, when
thecooperatinggroupsizen is greaterthanthethresholdk, only aboutk � 1 insteadof
n � 1 cooperatingnodesof a monitornodecansendfalsenoti�cations to it. A related
problemis how to choosek. Wemayhaveatargetprobabilityof falsepositivewewant
to achieve.Thenwe candeterminethevaluefor k thatsatis�esthegoal.

4) Overhead.
Theoverheadof detectionapproachesis measuredby thenumberof controlpackets

sentpersecondfor thedetectionpurpose.In thenon-cooperativeapproach,theheart-
beatpackets are counted.For the cooperative detection,both the heartbeatsand the
noti�cation packetsare includedin the calculation.We de�ne the relative overhead
of thecooperative approachasthe ratio of its overheadto thatof thenon-cooperative
approach,underthesameexperimentcon�guration.

Fig.6(b)depictstherelativeoverheadof thecooperativefailuredetectionusingtwo
differentnoti�cation schemes.We observethatusingthenon-probabilisticnoti�cation,
the cooperative approachintroducesabout20% moretraf�c thanthe non-cooperative
approach.Thisallowsusto reducetheaveragedetectiontimefor all treenodesby 50%
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andfor nodeshaving somebodyto cooperatewith by roughly 70 � 75%, compared
with thenon-cooperativeapproach.Moreover, theoverheadcanbefurtherreducedby
usingtheprobabilisticnoti�cation scheme.As demonstratedin the�gure, its overhead
is alwayslessthanor equalto thatof thenon-probabilisticscheme.For example,with
k = 2, theprobabilisticnoti�cation only givesriseto 5% moreoverheadthanthenon-
cooperativeapproach,in contrastto 17%in thenon-probabilisticscheme.

5 RelatedWork

Failure detectionhasbeenstudiedin distributedsystems[9]. The goal is to designa
scalabledetectionmechanismthatall nodesin thedistributedsystemcanreacha con-
sensusthata failurehasoccurred.In thecontext of overlaymulticast,failuredetection
is usuallydescribedasa part of the tree constructionprocedure.In the End System
Multicast [1], eachnodesendsrefresh(heartbeat)messagesto its neighbors.If a node
doesnot receiverefreshmentsfrom aneighborfor a longperiodof time,aprobeis sent
to this neighbor. It is consideredto bedeadif no responseis returned.For thosenodes
it doesnot receiverefreshmentsfor sometime,but not longenough,it probabilistically
probesthem.In the IntradomainOverlays[10], eachoverlay nodeperiodicallysends
keepalive(heartbeat)messagesto its treeparent.Failure in receiving sucha message
makestheparentto probethechild. No responsefor theprobeleadsto declarationof
child failure.

Bothof themusetheheartbeatmechanismto detectthefailure.They alsouseprobe
to makesurethatthetargethasfailed,in orderto reducetheprobabilityof falsepositive.
Notice that the �nal probeitself may alsohave a certainprobability of falsepositive,
dependingonwhichprobingmethodis used.While theprobingcanalsobeusedin our
systems,the cooperative schemewe proposedcanreducethe time the monitor node
detectstheproblemat thetargetnodeandincreasethecon�denceof theconclusion.By
choosingan appropriatethresholdandforming a cooperatinggroup,we candecrease
theprobabilityof falsepositive to avery low level andmake theprobingunnecessary.

The ResilientOverlayNetwork [11] alsoaddressedthe failuredetectionproblem.
It aimsat detectingpathfailuresinsteadof nodefailuresin overlaynetworks,by using
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anactive probingmechanism.If no responseis returnedafterprobinga node,a higher
probingfrequency replacesthe normalprobingfrequency. If no responseis received
for acertainnumberof consecutiveprobings,theprobedpathis determinedto bedead.
Thetraf�c generatedby theprobingprocessdoublesthatof heartbeatmechanism,and
thechanceof messagelossis alsodoubled.Therefore,theprobabilityof falsepositive
is higherthanone-wayheartbeatbaseddetectionmechanisms.Basedon thepaper, the
detectiontime of the probingmechanismis about2T if the probinginterval is T . In
contrast,our cooperative schemecandetectthe failurewithin oneheartbeatinterval if
we haveenoughcooperativenodes.

6 Concluding Remarks

Failure detectionandrecovery is a very importantproblemin overlay multicast.The
effectivenessof the detectionmechanismhasdirect impactson the servicequality to
thereceiversin thesession.In this paper, weproposeda cooperativeapproachto speed
up the failure detectionprocess.We gave a quantitative studyof threeimportantper-
formancemeasuresof detectionmechanisms,andanalyzedthe fundamentaltradeoff
amongthem.We alsodiscussedsomeimplementationissuesandevaluatedtheperfor-
manceof the proposedscheme.While the focusof this paperis on failure detection
in overlay multicast,the cooperative detectionmechanismis alsoapplicableto other
overlaynetworksaswell.

References

1. Chu,Y.H.,Rao,S.G.,Seshan,S.,Zhang,H.: A casefor endsystemmulticast.In: Proceedings
of ACM SIGMETRICS'00.(2000)SantaClara,CA.

2. Chawathe, Y., McCanne, S., Brewer, E.A.: An architecture for Inter-
net content distribution as an infrastructure service (2000) Available at
http://www.cs.berkeley.edu/yatin/papers/scattercast.ps.

3. Padmannabhan,V., Wang,H., Chou,P.: Resilientpeer-to-peerstreaming.In: Proceedingsof
the11thIEEE ICNP'03. (2003)

4. Deshpande,H., Bawa, M., Garcia-Molina,H.: Streaminglive mediaover a peer-to-peer
network (2001)TechnicalReportCS-2001-31,CSDept.StanfordUniversity.

5. Yang,M., Fei, Z.: A proactive approachto reconstructingoverlaymulticasttrees. In: Pro-
ceedingsof theIEEE INFOCOM'04. (2004)

6. Jannotti,J.,Gifford, D.K., Johnson,K.L., Kaashoek,M.F., JamesW. O'Toole,J.: Overcast:
Reliablemulticastingwith anoverlaynetwork. In: Proceedingsof the4thOSDI'00. (2000)

7. Zegura,E.W., Calvert,K., Bhattacharjee,S.: How to modelaninternetwork. In: Proceedings
of INFOCOM'96. (1996)

8. Yajnik, M., Moon,S.,Kurose,J.,Towsley, D.: Measurementandmodellingof thetemporal
dependencein packet loss. In: Proceedingsof INFOCOM'99. (1999)New York.

9. van Renesse,R., Minsky, Y., Hayden,M.: A gossip-stylefailure detectionservice. In:
Proceedingsof Middleware'98.(1998)55–70TheLake District, England.

10. Kommareddy, C., Guven, T., Bhattacharjee,B., La, R., Shayman,M.: Intradomainover-
lays:Architectureandapplications.TechnicalReportUMIACS-TR2003-70,Universityof
Maryland,CollegePark (2003)

11. Anderson,D., Balakrishnan,H., Kaashoek,F., Morris, R.: Resilientoverlay netorks. In:
Proceedingsof ACM SOSP'01.(2001)


